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Abstract—Since the advent of the Web, the health domain is
progressively adopting emerging technologies what forces new
paradigms, concepts and tools to be defined. Electronic consent
is one of them. This recently defined notion aims at formalising
electronically the agreement of the patient on sharing personal
health information. However, existing approaches dealing with
electronic consent do not provide the adequate concepts to
express, in an unambiguous manner, patients’ wishes with
respect to the access and management of their personal health
data. To correct this lack, we propose the e-CRL language. This
language has been designed in order to facilitate the capture
and to formalise the expression of patients’ consent regarding
the access and management of their health information. In
this paper, we first discuss the objective such language must
fulfil, we then introduce the syntax and the semantics of the e-
CRL language and we eventually give some examples of e-CRL
rules.
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I. INTRODUCTION

In the early nineties, the explosion of the World Wide Web
and its ever increasing popularity has deeply modified our
contemporary society and our way of life. The health domain
is part of this revolution and is progressively adopting
emerging technologies. However, it has been pointed out
in [1] that one of the main obstacles to this migration
is doctors’, or more generally health professionals, and
patients’ mentality and behaviour. Since health is a critical
subject for most of the people, they will have to trust new
technologies in order to change their mind and finally adopt
it what will speed up the technological migration.

This is all the more so true when patients must give their
consent (or agreement) for accessing their personal health
data in an electronic way. In addition to security issues
that are extremely important, concepts and tools have to be
defined in order to facilitate patient’s data entry. Actually,
an intuitive interface has to be proposed to the patient in
order to capture its consent. But what is more important is
the way the entered data, that represent patient’s consent
regarding the access and management of its health data, is
formalised. This will enable the system to manage in a rig-
orous and controlled way the access to and interaction with
sensitive data. Actually, Coiera and Clarke have identified
four distinct levels of consent [2]:
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1) General consent - The patient consents to give a full
access to his health data.

General consent with specific exclusions - In this
case the patient gives a general agreement but some
restrictions are defined. The restrictions are defined
based upon specific elements like the persons, the data,
and/or a particular purpose (i.e., location, date ...).
General denial with specific consents - This situation
is complementary of the previous one but the priority
is given to the restrictions. However, some exceptions
permitting identified persons to interact with protected
data can be defined.

General denial - This case is the opposite of that
described at level 1.

2)

3)

4)

If level 1 and 4 are easy to manage, from a technical point
of view, the two others (i.e., levels 2 and 3) are more
problematic. Actually, patients have to express, in a non
ambiguous way, what persons will be allowed to access their
data (or a subset of it) in a rigorously controlled manner. This
aspect is often neglected in existing approaches dealing with
e-consent [2][3][4] where natural language like English or
French is, in most of the cases, used to express patient’s
consent. However, since natural language is ambiguous by
nature, semantic problems stand out when the consent is
interpreted which, in turn, leads to security issues regarding
confidential data access and management.

In order to overcome this lack, we propose the e-CRL
language. It has been proposed for e-consent system
designers and developers in order to facilitate the capture
as well as to formalise the expression of patient’s consent
regarding the access and the management of his personal
health information. The language has a well defined BNF-
based syntax and semantics defined based on first-order
logic and set theory which allow eHealth systems to fully
control the access to critical health data.

The remainder of the paper is structured as follows:
Section II surveys state-of-the-art in the field e-consent.
Section III introduces the motivations and the various
requirements for the definition of the e-CRL language.
Section IV presents the e-CRL language. We first describe
the syntax, then the semantics of the language and we
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eventually propose examples of e-CRL rules. Finally,
Section V wraps up with concluding remarks and outlines
future work.

II. RELATED WORK

Although the formalisation of the expression of patient’s
consent is a really important problem in eHealth, it has not
been so deeply studied by the scientific community. Actually,
existing work dealing with e-consent are rather focusing on
security aspects, as shown in [5][6][7], than on semantic
issues. In this study, we focus on how patient consent is
formalised in existing approaches.

In the work presented in [4], Song et al. introduce the
concept of e-consent object. This object should contain all
the elements concerning patient consent. Hence, it includes
the so-called rules of consent which express the wishes
of a patient regarding data access. Directly inspired from
Clarke’s [8] model, the authors proposed eight features for
constructing rules (see section III). However, even if the
proposition is interesting, it lacks semantics. Actually, the
rules are not expressed in a formal language; therefore
remain ambiguous at interpretation time. Observe that the
idea of using an object for modelling patient content has
also been exploited in [9] and [10].

In [11], Win et al. describe the “e-Medical Book”
e-consent mechanism. The system provides an interface
through which patient can express their consent. However,
since this solution is hard coded, it provides very little
flexibility for the patient. As eHealth systems are evolving
very fast, with respect to legal and technological evolutions,
the interface may change frequently which can disturb users
somehow. Furthermore, the entered data are not formalised
which can prevent its future usage. Such system has also
been proposed by Win and Fulcher [12] and has the same
drawbacks.

Coiera and Clarke [2] argue that the form of the consent
depends on the objectives to be met by the e-consent system.
Three broad functions have been identified: The first one
refer to a legal aspect. In this case the consent expression
is captured in a very basic form. In the two other scenarios,
the system plays a more active role: gatekeeper. Hence, in
this case, the consent record must be more detailed in order
to be used by the system since it will grant permissions to
users to access confidential data.

O’Keefe et al. have presented another model of e-consent
object [9]. As it is already the case in [4], the e-consent
object proposed by O’Keefe et al. also contains statements
for expressing patient wishes as regard data access. The
statements are expressed in natural language or natural
language inspired one. As evoked in the introduction of
this document, such statements are problematic when they
are interpreted due to natural language ambiguity.

As the

illustrated by this non exhaustive survey,
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major approaches dealing with e-consent use an object that
contains data of interest and rules expressing the consent
of patient. Nevertheless, to our knowledge, there is no
formal language that can be used to construct such rules. In
consequence, they cannot be interpreted in a non ambiguous
way by systems which, in turn, can cause serious security
breaches.

III. MOTIVATIONS AND REQUIREMENTS

As illustrated in the previous section, existing approaches
do not provide the appropriate concepts for patients to ex-
press their agreement regarding the access and management
of their personal health information. Nevertheless, some
propositions have been made and deserve to be considered
in order to overcome these lacks. In [4], Song et al. have
identified 8 features directly linked to the expression of
patient wishes. Some of them are relevant, the others can be
considered as optional. Actually, combining technological,
legal and cultural approaches of e-consent several aspects
need to be taken into account.

First, systems dealing with patient consent need to identify
the various persons who want to access to health data. There-
fore, the patient will have to specify, in a non ambiguous
way, who can access to its data. In [13], the author pretends
that considering a hierarchy of role that can be assigned
to users is sufficient for managing data access. The so-
defined hierarchy can be seen as nested sets where the set
that included all the others represents the more general role.
Although this notion is important, because it can reduce the
complexity of the expressed rules, considering roles only is
not enough. We believe that patients must be able to define
exception to the roles for example: If a patient does not trust
in a particular doctor anymore, he should be able to specify
this particular doctor and modify his access rights.

Second, the system needs to decide what kind of consent
is given to the user requesting an access to the data. In
our approach, only two types of consent are considered:
denial or agreement. If the denial case is easy to manage
from a technical point of view insofar as the data access is
prohibited, the second case needs to be discussed because
when a patient allows someone to access his data, additional
aspects come into play. In fact, the system will have to
control what actions can be done on the data which must be
implicitly or explicitly defined in the access right. To this
end, we have identified a set of 9 actions. Data can either
be read only or modified. The latter case can be derived
into: adding data, erasing data, deleting the whole record,
moving data (i.e., copy data), deleting the whole data, and
all privileges. As in most of cases patients are owner of their
personal health information, they must have at their disposal
a way to express such privileges (i.e., who can access data
in which way).

Third, the kind and the sensitivity of the data that can be
accessed and handled are of utmost importance. In order



to facilitate the expression of patient wishes, we believe
that health information must be regrouped into well defined
sets. These sets must reflect the content of the data. For
instance information can be related to administration or to
radiology and therefore the content of such information is
different hence it needs to be regrouped in various sets.
The classification of health data will allow the patient to
target specific data at consent expression time. However, the
definition of such categories must be done rigorously and
may be stated in the law. Metadata describing the existing
data sets could also simplify user task.

Fourth, the system has to manage the time allocated
by consent. This information is crucial for granting data
access rights because it can limit the access to the data
for a predefined period of validity. As it is the case in
[4], two dates representing the beginning and the end of
the consent can represent the period of validity. A second
approach consists in defining a start date and a duration
period. The choice will depend on technical aspect (i.e., the
system managing data access) or legal aspect (for instance
if the law says that an access is given for a duration of
10 days, then the second approach should be favoured). In
our approach, we select the second method by virtue of the
Luxembourgish law.

Fifth, the purpose (i.e., why the access to data has been
required) is also part of Song et al. features [4]. Although
this notion must be specified by users that are requesting the
consent of a patient, it is important to keep this information
in the e-consent object because it will influence the type of
consent given by the patient. The purpose will give another
way to control data access and also a way for patient to
protect himself from a legal point of view if any troubles
appear.

The last point is a bit orthogonal to the previous ones
and has not been taken into account by existing approaches.
Actually, according to national laws, some patients can be
forced to delegate (totally or in a shared way) the right to
manage the consent. Hence, a particular rule must provide
a way to mention the identity of the person in charge
for giving consent as well as a date indicating when the
delegation begins.

Since most of the requirements presented so far
refer to sets to classify persons and data (and/or purposes);
the rule language for expressing patient’s wishes must
provide primitives supporting mathematical operations on
sets (i.e., union, intersection, difference). Moreover, as the
set of rules constructed using such language will govern the
access to the data, it can be seen as a set of logic formulae
that are interpreted as needed to allow user to access and
interact with protected data. Furthermore, to have a set of
logic formulae is interested in the sense that these rules can
be tested in order to define consistency of the consent (no
contradiction for instance). A set of logic formulae can be
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used as basis for inference (e.g., with a minimal set of rule
determine what person not explicitly mentioned in the rules
can access the data).

The set of requirements presented so far represents
the inputs for the definition of the e-CRL language. In
consequence, e-CRL provides a set of 8 primitives and
3 operators. The primitives allow patient to define the
concerned person, the kind of consent, the targeted class
of data, the duration period, the purpose of the consent
or if he desires to delegate. In next section, we introduce
the syntax and the semantics of the language together with
some examples of e-CRL rules.

IV. THE E-CONSENT RULE-BASED LANGUAGE (E-CRL):
SYNTAX AND SEMANTICS

In this section we present the e-CRL language. e-CRL is
a rule-based language that provides a formal framework for
patients to express their consent on the access and manage-
ment of their personal health data. It has been designed from
the set of requirements previously introduced. We start by
introducing the syntax of e-CRL, then we detail its semantics
and we eventually discuss some examples of e-CRL rules.

A. Syntax of e-CRL

In this section we describe the syntax of the e-CRL
language. This is done through the introduction of the e-CRL
grammar (the proposed grammar is expressed in Backus
Naur form). We define Gr.c gy, the grammar of the e-CRL
language, as follows:

Grecrr=(Tecrr,Vecrr . Init,RecrL)
Where:

Tecrr denotes the set of terminal symbols, V.corr
the set of non-terminal symbols, Init the initial symbol and
Recrr the set of production rules. These sets are defined
as follows:

Teere ={(,), = &, |,/, ;€ All, agreement, denial,
WHO,WHAT, PERM, DAT A, START, DURATION,
WHY, DELEGATE TO, DELEGATE_WITH,
DELEGATE_REMOVE, Read, Write, Copy,

Delete, Delete All}

Veorr = {Init, A, Type, Rights, Date, Period, expr,
String, Number, Char}

Recrr = {Init := DELEGATE_TO(X);
START (Date).
\DELEGATE_WITH(X);
START (Date).
|DELEGATE_REMOVE(X
| WHO(A)

).



W HAT(Type);

PERM (Rights);
DATA(A);

START (Date);
DURATION (Period);
WHY (String).

A= All
lexpr

expr = String
lexpr&expr
lexpr|expr
lexpr — expr

Type := agreement
|denial

Rights := Read|Modify|none
Modify :=" Write

I/Copy/

|"'Write, Copy’

|"'Write, Delete’

|'Write, Copy, Delete’

|"Delete’

|"Delete All’

ALl

Date := Number /Number /Number
Period := Number

Char :="a'.?
|/A/ /ZI

String := Char|Number|e
Number := IN}

We try to keep the syntax of the e-CRL language
as intuitive as possible in order to facilitate patients work.
In consequence, an e-CRL rule is made up of either a
DELEGATE statement that takes as argument the name of
the person concerned with the delegation task or a more
complex expression. In such expression, the WHO primitive
refers to the users that have requested patient’s consent.
WHAT refers to the kind of consent that is given (agreement
or denial). PERM represents the types of permissions that
are assigned to the person(s) mentioned as arguments in
the WHO statement as discussed in the previous section.
DATA denotes the targeted data (i.e., the set of data that
are accessible). START contains the date when the consent
starts. Observe that DATE can contain a date that is not well
formed (e.g., a date like 31/02/2004). The validation of the
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information provided by the submitted rules will be done
at interpretation time (see section IV-B for more details).
DURATION contains a natural number representing the
length (in days) of the period of validity. Last, the WHY
constructor refers to the purpose of the consent thus, a
string of characters. Examples of e-CRL rules are given
section IV-C. Observe that the WHO, DATA and WHY
constructors have alphanumerical strings as parameters.

Since we provide a Backus Naur Form (BNF)-based
syntax of the e-CRL language, it is now much easier
for software developers to build tools, like parsers or
syntactic analysers, for treating e-CRL rules. However, the
semantics of the language need to be defined in order to
fully implement e-CRL in existing applications dealing
with patient consent.

B. Semantics of e-CRL

In this section we introduce the semantics of the e-CRL
language. Since the identified requirements are easily
formalised using sets, especially the ones concerning
persons who need to access the data and data itself, and,
moreover, the rules build using the e-CRL language can be
compared to axioms, we decided to use first-order logic and
set theory in order to give the semantics of the language.
Before proceeding, we need to introduce some notions. In
the following axioms that define the semantics of the e-CRL
language, Y denotes all strings of characters build upon
any alphabet (including words of the natural language),
Qp, denotes the set of identified healthcare professionals,
Q,, is the set of existing individuals and, €24 the set of
identified data. In consequence,

Vi € Qpe DELEGATE_TO(i)
Vi€ Qe DELEGATE_WITH (i)
Vi€ Q,, DELEGATE_REMOV E(i)

WHO(p) = Elp € th D E|p - th

WHO(p&q) = (3p € QppVIp C Qpp)A(3q C QppVIg €
th)

WHO(plq) = (3p € Qp VI C Qnp) V(3¢ € Qp VIg €
th)

WHO(p—q) = (3p € Qyp\g) V 3p € Qp\a)

Vp € Qpp WHO(all)

WHAT (z) = x € {agreement’, denial’} C 3

PERM(z) = = = {'Read'} € ¥V o = {{Write'} €
Sva={Copy'} e ZVa={Write,Copy'} € EVz
{!Write, Delete’'} € ¥V x = {'Write, Copy, Delete'}
Y Va ={Delete'} € XV x = {DeleteAll'} € XV x
[All'} € BV

m 1l

DATA(d) = 3d C Qg



DATA(dle) = (3d C Q) A (e € Q)
DATA(d&e) = (3d C Qq) V (Fe € Q)
DATA(d —e) = 3d € Qq\e

Vd € Qq DATA(all)

START(d/m/y) = (d € NA1 < d < 31)A(m €
NA1<m<12)A(y e N)

Vd € N* DURATION(d)

VoC X WHY(b)

From a more pragmatic point of view, the
so defined axioms can be understood in the
following way. DELEGATE_TO, DELEGATE_WITH,
DELEGATE_REMOVE, WHO, WHAT, PERMS,
DATA, START, DURATION and WHY which are the
primitives of the languages are considered as relationships.
DELEGATE_TO takes an alphanumerical string of
characters as inputs therefore its associated relationship is
verified if the argument is an alphanumerical string.

Regarding the WHO constructor, arguments can be either
an element (an individual) or a set (a group of individuals) or
a mathematic expression combining sets. Hence, the WHO
relationship is verified if the individuals or group given in
argument are declared in the system.

The WHAT relationship is verified if the argument is
either ’agreement’ or ’denial’. The PERM constructor is
defined on the same idea.

The DATA constructor takes as argument a label denoting
the set of concerned data. This set can be defined using
dedicated operators which respect the semantics of the basic
operations on sets (union, intersection, difference).

The START primitive takes as argument a date on the
form dd/mm/yyyy where dd and mm have to be smaller than
31 and 12 respectively while yyyy must be a natural number.
This allows a better control of the entered date but some
inconsistencies remain and will be corrected at interpretation
time.

The DURATION constructor is verified if its argument is
a natural number. This integer denotes the length (in days)
of the validity of the consent.

Lastly, the WHY primitive, indicating the purpose of
the consent, is verified if the parameter is a string of
alphanumerical characters.

Actually, to be rigorous, we needed to define the
appropriate logic structure (including domains, relations,
functions and distinguished elements) as well as a
function that maps every element of the language to the
corresponding elements of the domain to define properly
the previous constructors and elements of the language.
This logic structure also allows e-CRL rules to be verified.
In that sense, since e-CRL has an axiomatic semantics,
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e-CRL rules can be compared to first-order logic formulae
that can easily be verified on the evoked logic structure.
Once established, the consistency of the set of e-CRL rules
can be checked. This can be done for instance through the
use of any solvers. The rules can then be interpreted by the
system in charge of managing data access and management
when someone wants to access medical data. This point
will be explained more in details in the following section
using concrete examples.

C. Examples of e-CRL Rules

As e-CRL allows users to construct rules, in this section,
examples of e-CRL rules are provided. The proposed
examples want to be realistic (i.e., the proposed rules can
be submitted by patients).

First, assume that the patient is not able to take
decision regarding the access of his health information.
In that case, he will have to delegate his rights from the
5t of October 2009. The appropriate e-CRL rule will
consist in using the DELEGATE_TO primitive with the
identifier of the person that will be in charge of managing
the patient consent as parameter with the corresponding
date as argument of the START primitive. If for instance
the identifier of the person is 124424345 the corresponding
e-CRL rule is:

DELEGATE_TO(’124424345’);

START(05/10/2009).

At interpretation time, the system will replace the existing
identifier by the new one given in argument at the specified
date. In consequence, the patient who has delegated his
rights will not be able to manage his data and add new
e-CRL rules anymore until having removed his delegation.

In this second example, the patient wants to give
to all radiologists and GPs an access to his radiological data
during a 30 days long period. Moreover, this access also
includes the permission for the targeted person to modify
and copy his data. To do so, the patient will have to write
the following e-CRL rule:

WHOC(’radiologist’&’GP’);

WHAT(’agreement’);

PERM(’Read, Write,Copy’);

DATA (’radiological’);

START(05/10/2009);

DURATION(30);

WHY ("medical control’).

After having identified the persons who want to access
radiological data, the system, according to this rule, will
check if the person is either a GP or a radiologist. If so
the system will allow him to read, write and copy any
radiological data from October the 5" 2009 and for a
period of 30 days. So if for instance a radiologist wants to
access the data on the 12¢" of February 2010, the system



will refuse this action.

In this last example a patient wants to deny access to its
data to every GP except doctor Smith. The corresponding
rules will be:

WHO(CGP’-’Smith’);

WHAT('denial’);

PERM(’Read,Write,Copy,Delete’);

DATA(all’);

START(05/10/2009);

DURATION(3000);

WHY (’trust reason’).

The interpretation of this rule will be processed as
follows. First, the system will identified the user wanting to
access the data. If the user is a GP, the system will refuse
any actions specified in the PERM primitive to all data
contained in the system from October the 5t 2009 and for
a period of 3000 days. Now if the user is Smith, the system
will allow him to read, write, copy and delete all the data
for the specified period starting from the specified date.
Furthermore, the identified user may belong to any of the
specified groups or users. In that case, for security reasons,
the system will refuse all access to all the stored data.

The previous examples and their interpretation by
the system allow the reader to better understand the
philosophy of the e-CRL language which provides the
basic elements for expressing patient consent. However,
due to legal, technological or cultural evolutions, the patient
consent notion is supposed to evolve over time. In that
case, new features can easily be added to e-CRL which
will enrich the expressivity of the language.

V. CONCLUSION AND FUTURE WORK

Patient consent is the cornerstone of applications dealing
with eHealth and therefore need to be addressed with care.
In this paper we have introduced the e-CRL rule language
for expressing patient consent with respect to the access
and the management of critical personal health data. Our
work has consisted first in identifying a set of requirements
laying down the foundation for the construction of such a
language and, in a second time, we have designed the e-
CRL language including the definition of its syntax and
semantics. To this end, we have discussed the set of re-
quirements taking into account business needs as well as
technological and legal issues. Moreover, we have provided
a BNF-based syntax and a first-order logic and set theory
based semantics for the e-CRL language. As a result, patient
consent can now be expressed in a formal way and can
be interpreted unambiguously. Nevertheless, we need now
to provide additional elements to fully benefit from the e-
CRL language. In consequence, in our future work, we will
propose an intuitive interface for capturing patient consent
and we will also provide an inference engine able first to

146

test the consistency of the set of rules and second to manage
the access and interaction for users.
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